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1. YBOJ

JaBHo mpenysehe ,Ilomra CpOuje®, beorpax (y mamem Tekcty: CepTU(UKAIIMOHO TEJIO
[Tomre) wm3rpagmno je wH(pacTpyKTypy jaBHUX Kpuntorpadckux kibydeBa (Public Key
Infrastructure - PKI) n Ha TPXXUIUTY jeé MPUCYTHO Kao CEPTU(PHUKAIMOHO TEJIO Koje Mpyxka
ycIIyre m3aaBamba KBAIM(UKOBAHMX EJIEKTPOHCKHX CEpTH(HKATa 3a €IEKTPOHCKU IMOTIHC U
€JIGKTPOHCKU 1evar (y JajbeM TEKCTY: KBaM(UKOBAaHU cepTU(dUKAT).

Ceprudukammono teno Ilomre kao KBanM(UKOBaHW NpyXalal yciayra oI IOBEpema
omoryhaBa cTBapame OJHOCA TOBEpEHa MOTPEOHOT 3a KOpUITNEHE U Pa3BOj €IEKTPOHCKOT
NOCJIOBama (€-10CIIOBalke) U eNEKTPOHCKE jaBHE yrpase (e-ympasa). [IpomoBHcameM OBHX
ycliyra off ToBepewma M HUX0BUM Kopuinhewmem Ceprudukanuono teno Ilomre xenu na
MOJICTaKHE M OJIaKIlla pa3Boj e-TMocioBama U e-yrpase. [locnoBHa Mpexa CepTHHUKAIOHOT
tena IlomTe MMa HalMOHANHY MOKPUBEHOCT, a HeHA MHPOpPMATHUKa MOBE3aHOCT TapaHTyje
Op3uHy ¥ TIOY3JaHOCT M3BpLICHA 3axTeBa KOjy KOPUCTE PpErucTpaluoHa Teja
Cepruduxkarnmonor temna [Tomre.

Kao tpeha crpana on moBepema Ceptudukamuono teno Ilomre mpyxka yciayre u3maaBamba
ceprudukara ox 2008. ronune. Ceprudukannono teno Ilomre n3naBame KBaIU()UKOBAHUX
cepTU(UKaTa BpIIX Y CKJIAAy ca 3aKOHOM U JIPyTUM MPOIUCHMA JOHETUM Ha OCHOBY 3aKOHa,
kao u onutuM aktuMa Cepruduxanuonor tena [omre, koju perynuiry oBy o0nacT u obiaact
3alITUTE 110/1aTaKa O JUYHOCTH.

3aKOH O eJIEKTPOHCKOM JIOKYMEHTY, €IeKTPOHCKO] HACHTH(HKAIM]H U yCITyramMa Off ITOBEpema
y €JIEKTPOHCKOM TocnoBamwy (,,Ciyx0enu rmmacHuk PC*, 6poj 94/17-y nasbeM TekcTy: 3aKoH)
M TIO[3aKOHCKAa aKTa YHHE TIPaBHM OKBHP 3a 00aB/bambe JICNATHOCTH H3/aBama
kBajuQuroBaHux ceprudukara Ceprudukanumonor tena [lomre.

Ceprudukarmono teno Ilomre n3naBame KBaTU(UKOBAaHUX cepTU(UKaTa BPILU Yy CKIAdy ca
onropapajyhum  melyHapomHuM  cTaHgapauMa U Mpernopykama, OJHOCHO — JIPYTHM
CTaHJapAMMa, TOKYMEHTUMA U MPeropykaMa, Koje ce OIHOCE Ha M3/IaBame KBAJIM(UKOBAHUX
ceprudukara.

1.1. Ilperaen

Wndpactpykrypa jaBHor kibyda (PKI) je wuH]pacTpykrypa ycmocraBjbeHa Yy
Ceprudukanmonom teny Ilomre kojoMm ce mpyxa ycayra oj] MoBepema, a Koja ce OJJHOCH Ha
U3/1aBabE U YIIPaBJbakhe KUBOTHUM IIUKITYCOM KBaIU()UKOBAaHUX CepTU(UKATA.

Ceprudukammono Ttenmo Ilomre KopucTH y CBOjOj HHOPACTPYKTYpU 3a H3JaBambe
kBanpukoBaHUX ceprudukara xujepapxujy Buie CA (Certification Authority) cepsepa.
Undpacrpykrypy Ceprudukannonor tena Ilomre unne 1Ba cepTu(UKaLMOHA Temna:

- ,,Posta Srbije CA Root “, kao Root cepTu(hUKaIMOHO TEINO,

- ,,Posta Srbije CA 1%, xao noapeheno (subordinate) cepTuuKauoHo TENO.

»Posta Srbije CA Root”“ cepBep paaum kao Root cepTuHKAIMOHO TEIO HAa OCHOBY
ceprudukara u3aaror camoM cebu (self-signed certificate) y mpoliecy TeHepHUcama IPUBATHOT
Kpunrorpadckor kibyda amukauuje ceprudukamumonor tena (Root Key Generation
Ceremony). ,,Posta Srbije CA Root* cepBep wusmaje ceprudukare mnoapehennm
cepTU(HUKAIMOHUM TeJIMMa Koja cy aeo uappactpykrype Cepruduxannonor tena [lomre.
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»Posta Srbije CA I cepBep kao moapeheHo (subordinate) cepTUUKAIMOHO TEJIO H3/aje
KBaJH(HUKOBaHE cepTH(]UKaTe (PU3NYKUM JHMIKMMa U TMPaBHUM JIMIUMa/opraHu3zanvjama (y
JlaJbeM TEKCTY: MPaBHHUM JHIMMA), a 3arnocieHnma y Ceprudukannonom temy [lomre koju
paze Ha TmOcCIOBMMa cepTuUKalMje cepTU(UKATH ce U3Jajy y CKIAy ca IMOBEPJHHBOM
YJIOTOM KOJy 3a1tocjaeHu 00aBJba.

Oricer oBOT JOKyMEHTa Cy yCJIyTe Off oBepema Koje npyxka Ceprudukanuono teno Ilomre, a
KOjeé C€ OJHOCE Ha W3/aBakbe M YIpPaBbamhe >KUBOTHUM IMKIYCOM KBaJIU()UKOBAHUX
ceprudukara.

CrtpykTypa OBOTI JOKyMeHara je y ckiaay ca cranaapauma RFC 3647 , Internet X.509 Public
Key Infrastructure Certificate Policy and Certification Practices Framework* u ETSI EN 319
411-2 ,Electronic Signatures and Infrastructures (ESI); Policy and security requirements for
Trust Service Providers issuing certificates; Part 2: Requirements for trust service providers
issuing EU qualified certificates*.

[TocTynmu koju ce MpUMEBKY]y Y H3/aBakhy KBaTU(DUKOBAHMX cepTHU(UKATA OMHUCAHHU CY Y
nokymeHTy IlpakTuuna mpaBuiia npyxama yciyre ceprudukanuje CeprudukanuoHnor reia
Jasuor npenyseha ,,ITomra Cpouje®, beorpan 3a kBasmdukoBaHe €IEKTPOHCKE cepTUdUKaTe
ca HoBoT cuctema (y najbeM TekcTy: IIpakTruuna npasuia).

Ceprudukaru koje usnajy ,,Posta Srbije CA Root“ u meropa noapehena CA Tena HaMEHEHU
Cy 3a Kopuliheme y eIeKTPOHCKOM TOCIIOBalkY YHYTap U u3BaH Penyommke Cpowje.

,, Posta Srbije CA Root* uznaje cnenehe ceprudukare:

- Cepruduxkar ,,Posta Srbije CA Root*“,

- Ceprudukare 3a noapehena CA tena.

., Posta Srbije CA Root* He u3/1aje KOpUCHUYKE CepTH(HKATE.

Kopucunuku ceprudukaru koje usnaje ,,Posta Srbije CA 1 cy:

- KBanmnukoBanu ceprudukar 3a e1eKTpOHCKH HOTIHC HaMEHEeH (GU3NIKUM JINIHMA,

- KBanuduxoBanu ceprudukar 3a eJIeKTPOHCKHU MOTIUC HaMEHEeH (PU3UYKUM JIMIUMa Koja Cy
NpUIaTHALM TPABHUX JINIIA,

- KBanugukoBanu ceprugukar 3a elIeKTPOHCKHU MeYaT HAMEHEH ITPABHUM JIMLIUMA.

1.2. Ha3uB 10KyMeHTa ¥ UAeHTH(PUKALTMOHM TOAAIH

HasuB noxymenra je: [lomutuka ceprudukanuje Cepruduxanuonor Tena JaBHor npemyseha
,Jlomra CpOuje”, beorpas 3a kBaau(pHUKOBaHE €JIEKTPOHCKE cepTU(UKATEe ca HOBOT CUCTEMaA
(y nasseMm Tekcry: [lomutuka ceptudukamnmje).

HoxymeHT ce o0jaBibyje y ,,Cinyxx6eHom [ITT-rmacHuky* xoju ce maeHTudukKyje O6pojeM u
JaTyMOM 00jaBJbUBambA.

Baxeha Bep3uja noxymeHta mMoxe Aa ce mpeysme ca BeO cajra CeprudukaiuoHor Teia
[Tomre: https://www.ca.posta.rs.
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1.3. Yuecnunu y PKI cucremy

VYuecnuuu y PKI cucremy cy:

- Ceprudukammono teno (Certification Authority - CA);

- Perucrpaumona tena (Registration Authority - RA) Koja ce cacToje O IEHTPATHOT U
JIOKATHUX peructpanuonux Tena (Local Registration Authority - LRA);

- KOPUCHHUIIY;

- moy3aajyhe crpane (tpeha numa);

- OCTaJIU YYECHULIU.

Ceptudukaimona Tema M3 OICEra OBOT JOKyMeHTa cy: ,,Posta Srbije CA Root“ u ,,Posta
Srbije CA 1.

»Posta Srbije CA Root“ nznaje ceptudukare noapeheHuM cepTuUKAIMOHUM TeJIUMa Koja Cy
neo uHdpactpykrype Ceprudukanmonor tena [lomre.

»Posta Srbije CA [1“ xao mnoxapeheno (subordinate) ceprudukanuoHo TENO U3AAjE
kBanrukoBaHe ceprudukare kopucHumma Ceprudukanuonor tena [lomre.

HaBenena CA Tena umHE XHjepapXHujCKy CTPYKTYpy Koja je omucaHa y momniaBiby 1.1. oBor
JOKyMEHTA.

VY cenumry Ceprudukannonor tena [lomre Hanasu ce LleHTpaaHO perucTpanuoHo TENo, J0K
Cy JIOKaJIHa perucTpanyoHa Tejaa opjamheHe jequHHIE MOIITaHCKe Mpexke (Y Ja/beM TEKCTY:
nomrte) Ha Teputopuju Pemybnmuke CpOwmje. YcmocraBbambe EKCTEPHUX —JIOKATHUX
PETUCTPALIMOHUX TeJla MOXKE C€ W3BPIIMTH, a PEryjaullle ce IMOCEOHUM YroBOpPOM ca
3aMHTEPECOBAHUM IIPaBHUM JINLIEM.

[TocnoBuma perucrpanuje Koopauaupa LleHTpanHo perucTpaoHo Teo.

Kopucaunm kBanupukoBaHUX cepTU(UKaTa y CMHUCIY OBOI' JOKyMEHTa Cy ocole koje ca
Ceprudukanmonum tenom [omre yroBapajy kopuniheme yciyra.

Kopucuaunu Ceprudukanuonor tena [lomre Mmory outu:

- u3uyKa nUIa - UHIUBUAYAITHH KOPUCHUIH,

- IpaBHa JIIa / Ap)KaBHU Opranu / opranu3anyje (y 1ajbeM TEKCTY: MPaBHO JIUIIE), OAHOCHO Y
TOM Cy0jeKTy aHTa)KOBaHa (pU3HMUKa JIMIA KOja Cy Y PaaHOM OIHOCY HJIU CY IO APYIOM OCHOBY
KOJU HEMa KapakTep paJHOr OIHOCA aHTAKOBAHU Y MPABHOM JIMLY (Y AaJbeM TEKCTY: (PU3UUKO
JMIE Y IPAaBHOM JIUILY).

[oy3najyhe crpane, oqHocHO Tpeha nuna cy ¢pusnyka nuna (MojeJuHIN) /1Y IpaBHa JIuia,
OJTHOCHO JIp)KaBHM OPraHW W OpraHU3alMje Koja MpHuXBarajy cepTudukare u BepUPUKY]Y
€JIGKTPOHCKH TMOTIHUC OApel)eHNX eNeKTPOHCKHX JOKyMEHaTa Koja Cy MOTIHCaHa O]l CTpaHe
kopucanka Ceprudukammonor tena Ilomre, ka0 W koja BpIIe Bamuaanujy ceprudukara
uznarux on crpane Ceprudukanuonor tena Ilomre. Iloy3najyhe crpane cy obGaBe3He na
npoBepe cTaryc KBAIU()UKOBAHOT cepTU(UKATa Ha OCHOBY CEpBHCA 3a MPOBEPY OTMO3BaHOCTH
ceprudukara Ceprudukannonor tena [lomre npe Hero mro npuxsare HHGOpMaIHje Koje cy
HaBeJieHe y cepTudukary.
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Ocranu ydecHHIIM Cy TpaBHA JHUIA KOja JONPHHOCE WM YYECTBY]y y o0e30ehuBamy
kBajurera pana Ceprudukanuonor tena [lomre: ocurypasajyha apymrsa, npousBohauu u
TUCTpUOyTEepH onpeme u copTrepa.

1.4. Ynorpebda ceprudukara

,,Posta Srbije CA Root*“ cepruukar ce UCKIbyYMBO KOPHUCTH 3a H3/aBambe CepTH(HKara
meMy noapehernx CA Tena u 3a U3/1aBambe PErucTpa OM03BaHUX cepTU(UKATA.

Ceprudukarun noapehennx CA Tena KOPUCTE C€ 3a M3aBamkbe KOPUCHUYKUX CepTH(UKATa,
u3/aBame Mpumnagajyhux perucrapa ono3BaHUX cepTHU(HKATa U 3a M3/1aBambe cepTHdukara 3a
notnucuBame OCSP onrosopa.

Cgaka ymorpeba kBanupUKOBAHOT cepTH(UKaTa Koja HHJE y CarJIaCHOCTH Ca MPOIMUCHUMA U
JIPYTUM TIOA3aKOHCKUM aKTHMa, Ka0 W OMNIITHM aKkTUMa U npenopykama CepTHHUKAIOHOT
tena [lomre U ApyruM TOKYMEHTHMA KOjU PETYIUILY OBY 00JNIacT M 00JacT 3alITHTE TI0IaTaKa
0 TUYHOCTH, HHj€ TO3BOJHCHA.

1.5. IMonuTHKA AAMMHUCTPUPAA TOKYMEHTA

Hoxyment Ilomutrnka ceprudukanuje xkpeupa u axypupa Ceprudukamumono teno I[lomre.
[Ipomene canpikaja TOKyMeHTa 00aBJbajy c€ Ha OCHOBY MHTEPHHX Ipeajora MW 3axTeBa 3a
yckialjuBameM ca 3aKOHCKOM PEryJaTHBOM U MEPOIAaBHUM aKTHMa.

Jlutie 3a KOHTaKT je PYKOBOAWJIAIl OpPraHU3AIMOHE IEIMHE HAJJIC)KHE 3a EJICKTPOHCKO
nocnoBamke Ceprudukanuonor tena [Nomre.

VnpaBHa crpykrypa Ceprudukanuonor tena Ilomre penoBHO mporuemyje yckiaaheHOCT
MPAKTUYHUX MpaBuiIa ca BakehoM 3aKOHCKOM perysiaTUBOM U MEPOJIaBHUM aKTHMa.

N3mene n/umu nonyne [lonmutrke ceprudukaiyje BpIie ce y CKJIaay ca MpOonrucruMa, OMIITHM
aKkTUMa W JPYTMM aKTHMa Koja peryaumry oBy obOmnact. [lpemmor m3meHa w/wim IOmyHa
[Tonmutuke ceprudukanyje cayvmaBa MOCIOBHA (YHKIHMja HaaJeXHA 3a HHPOpMAIMOHE
TEXHOJIOTH]j€, €JIEKTPOHCKE KOMYHMKAIMj€ U Pa3Boj, a MPABHO - TEXHUYKY PeNaKIUjy BpIIH
nmocioBHa (yHKIMja HaJUIe)KHA 3a mpaBHe mociioBe. Jupektop Ilpemyseha moHocu m3meHe
U/WIH JIOTYHE TOT aKTa, y3 MPETXOAHY BepudHKaIujy AUPEKTOpa JIBE MOMEHYTE MOCIOBHE
dbyHKIIM]e, KOju CBOjuM napaduma notBplhyjy/ono6pasajy mpeyior TOr aKTa.

1.6. Jlepunuumje u ckpahennue
[ojenuuu n3pasu Koju ce KOPUCTE Y OBOj MOJIUTHULIM cepTH(UKaLuje uMajy cienehe 3Hademe:

1) AniiMKanmja HeHTPAJIHOI PerHcTPallMOHOr TeJIa - aluIMKalyja Ha aJMHUHHUCTPATOPCKO]
pagHO] CTaHWUIM TOCPEACTBOM KOj€ C€ MpHUxBarajy W o0palyjy 3axTeBH KOpPHMCHHKA 3a
U3/1aBame KBAIN(UKOBAaHUX CEpTU(HUKATA U 3aXTEBU 3a IPOMEHY CTaryca cepTU(HUKara;

2) AnJMKanuja JOKAJHOI PerdcTPaliMoOHOr Teja - aluidKaldja 3a MPHjeM 3axTeBa 3a
U3/1aBabe U MIPUXBATAHE 3aXTEBA 32 IPOMEHY CTaryca cepTU(HUKaTa;

3) Anuiukanuja cepruUKaIHOHOr Tejia - aruinKkanuja Ha cepBepuma CepTuduKarmoHor
tena IlomTe koja reHepuile W MOTHHUCYje KBanu(UKOBaHE CepTU(PHUKATE U PETHCTPE
OII03BaHMX CEPTH(UKATA, LITO CE€ PAJU Y XapABEPCKOM KPUIITOIpad)CKOM MOIYIY;

4) E1IeKTPOHCKHU IHEBHUK - €JICKTPOHCKA (hopMa 3arnca O CIIpOBEACHUM aKTHBHOCTHMA;
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5) EneKTpOHCKHM JOKYMEHT - JOKYMEHT Yy €JIEKTPOHCKOM OOJIMKY KOJH C€ KOPHUCTH Y
MOCJIOBHUM M JPYTUM pajiibama;

6) KomnpomuToBame NMpUBATHOI KpUNTOrpagckor Kbydya - HapyliaBame 0e30e€qHOCTH
KOJOM C€ MPUBATHU KPUOTOTpaCKH KJbyd M3Naxke Moryhem HeoBiamrheHOM MPHUCTYILY, Kao
IITO Cy HEOBJAheHO OTKPUBAKE, MEHAE WITH KOpUIITNEHE;

7) KopucHuk - pU3HUKO UM TIPABHO JIMIE KOj€ KOPUCTH KBANU(UKOBAHU CEpTUPUKAT U3/aT
on ctpane Ceprudukaruonor tena [lomre u ynju ce momanu Hajasze y cepTudukary;

8) KBaiu(uKoBaHH €JIEKTPOHCKH NMOTIHMC WJU Te4yaT - eJICKTPOHCKU MOTIUC KOjUM ce
MOY3/1aHO TapaHTyje HACHTUTET MOTIHCHUKA WM Ie€4aTUOlla, UHTETPUTET EJIEKTPOHCKUX
JIOKyMEHaTa, 1 oHeMoryhaBa HaKHaJHO TOPHIAKE OJTOBOPHOCTH 32 HUXOB CapXKaj, U KOjH
UCIyHaBa yCclIoBe YTBpheHe 3aK0HOM;

9) KBaJM(puKOBaHM €JIeKTPOHCKH CepTH(HMKAT - CIEKTPOHCKU CEpTH(PHKAT KOjU je u31ar
O]l CTpaHe CepTH(HUKAIMOHOT Tea 3a M3/1aBambe KBAIU(PUKOBAHMX CepTU(DUKATA U CAIPKH
nojaTKe npenBuleHe 3aKoHOM;

10) IMomanmu 3a Kpenpame KBAJIM(PUKOBAHOI €JEKTPOHCKOI MOTHHCA WM Me4yara -
MOJALN 332 KPEUpame eNEeKTPOHCKOT MOTIHCA OAHOCHO IeYaTa Cy jeIMHCTBEHU MOoalu Koje
KOPUCTH MOTIMCHUK OJHOCHO TNeuYaTHall 3a KpeHpame EJIEKTPOHCKOr IMOTMIHCA OJHOCHO
neyara M KOjU Cy JIOTWUYKM I[IOBE3aHM ca OJroBapajyhuM mopmanmuma 3a BajUAalujy
€JIEKTPOHCKOT MOTMHCA OTHOCHO IeyaTa;

11) MMopaum 3a BaauaauMjy KBAJIM(PUKOBAHOI €JEKTPOHCKOI MOTHHCA HMJIM IeYyara -
MoJaIy 3a BAJIMJAIN]y €JIEKTPOHCKOT MOTIHCA OJHOCHO IeyaTa Cy Mojaly Ha OCHOBY KOJUX
ce MpoBepaBa Jla JIM EJIEKTPOHCKM MOTHHC OJHOCHO IeyaT OJroBapa IMOJallMa KOju Cy
NOTIIMCAaHU OJHOCHO MeYaTupaHy;

12) IlpuBaTHM KPUOTOrpaCcKu K/bYY alJIMKAlUje cepTH(PHKAIMOHOT Tesa - IIPUBaTHU
Kpunrorpadcku KJbyd  TEHEpHCaH MIPUITIKOM WHUIIN]JTA3aIT1] e aruTMKaIuje
CepTU(HUKAIMOHOT TeJa KOjU CITYXKH 3a MOTIHNCUBAKE U3AATHX KBAJTHM(PHUKOBAHUX cepTU(dUKaTa
U perucrapa ONO3BaHUX CepTU(HUKaTa, IITO CE€ Paau Yy XapABEPCKOM KpPUIITOTrpadCcKoM
MOZYIY;

13) Perucrap ono3Banux ceprudukara (Certificate Revocation List - CRL) - nucra y Kojy
Ce YIHUCY]y CepHjCKH OpOjeBH U APYTH MOMAIM CBHX OMO3BaHUX CepTU(HKATa KOje je U3IaI0
cepTU(HUKAIMOHO TEIO;

14) CepTH(pUKaAIMOHO TeJI0 - IPABHO JIUIIE KOje n3/iaje KBaTu(pUKOBaHE CepTU(HUKATE;

15) KpanudukoBana cpeacrBa 3a Kpeupamwe KBAIU(PUKOBAHUX MOTHHCA U Me4yara -
CPEACTBO 3a KpeHpame EJIEKTPOHCKOr IMOTIHCAa OJHOCHO IedaTa jeé TEXHHYKO CPEICTBO
(codTBEp OIHOCHO XapaBep) KOje ce KOPUCTH 3a KpeHupame eJIeKTPOHCKOT MOTIHCA OJHOCHO
neyara y3 kopuiiheme nojaraka 3a Kpenpame eJIeKTPOHCKOT OTIHCA OAHOCHO 11e4ara;

16) CpencrBa 3a BaauaanMjy KBaJu(UKOBAHOI NMOTNHCAa W Me4yara - ojronapajyha
TeXHUYKa cpencTtBa (codTBep W XapiaBep) Koja CIyXe 3a BaluJald]y KBaTHM(PUKOBAHOT
NOTIHCA U TIeYara, y3 Kopuiheme mojgaraka 3a BaJuJalnjy eJIeKTPOHCKOT MOTIHCA U 11e4aTa;
17) LenTpasHo perucTpaumoHo Teao (Registration Authority - RA) - Teno koje pamud y
CeNUINTY CepTH(HKAIMOHOI Teja M Koje je opiamheHo 3a onoOpaBame U mpociehuBame
nojaTraka 3a M3/laBame KBaJU(UKOBAHUX €JIEKTPOHCKHUX cepTh(dUKara U 3aXTeBa 3a MPOMEHY
cTaryca cepTuduKara npemMa armKaijiu cepTu(UKauoHor Tefa;

18) Jlokaiana peructpanuona teja (Local Registration Authority - LRA) - Tena oBnamheHa
3a TpoBepaBamke HJCHTUTETa KOPUCHMKA W 3a MpociehuBame mnomaraka 3a H3JaBambe
KBATM(UKOBAHUX cepTu(duKara W 3axTeBa 3a MPOMEHY CcTaryca cepThudukara mpema
[EHTPAJIHOM PETHUCTPAIIMOHOM TEINY;

19) 3amocaenm - nune y pagHOM OAHOCY WM IO JPYrOM OCHOBY aHTaXOBaHO Y
Ceprudukanumonom teny [lomre.
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Cnucak ckpahenuiia koje ce moMHUBY Y TOKYMEHTY MpHKa3aH je y okBupy Tabene 1.

Tabena 1. Cniucak ckpahenuiia

Ckpahennna Oojammeme
CA CeprudukanmoHo Teo
(Certification Authority)
CRL Perucrap ono3Banux cepruduxara

(Certificate Revocation List)

EAL
(Evaluation Assurance Level)

Tectupanu HuBo curypHoctH. [Tocroju cenam (7) HHUBOAQ]
uto ox FAL1 no EAL7

FIPS
(Federal Information Processing
Standards)

Cranpmapan  3axTeBaHOI  HHUBOA  CUTYPHOCTH 32
kpunirorpadcke moxyne (Security Requirements  for
Cryptographic Modules). Tloctoju uetnpu (4) HUBOA

HSM
(Hardware Security Module)

XapaBepcku Kpurnrorpadcku MOy 3a OIepanuje cal
MPUBATHUM KPUNTOTPA()CKUM KIbydeM

LRA
(Local Registration Authority)

JlokanmHo perucTpanuoHo TeI0

oCSP

[Iporokon 3a on-line mpoBepy craryca cepTudukara,

(Online Certificate Status| onucan y nokymenty RFC 6960
Protocol)
PKI NudpacTtpykTypa jaBHUX KpUNITOTPa)CKUX KIbydeBa

(Public Key Infrastructure)

RA
(Registration Authority)

Perucrparmono teno

RFC JlokymeHnTa koja ne¢uHuiry MHTepHET cTaHmapue u

(Request for Comments) MpenopykKe

oSCD KBanugukoBaHo CpeACTBO 3a KpeHpame EIECKTPOHCKUX

(Qualified  Signature  Creation| moTniica U €IEKTPOHCKHUX Teyara (cmapt kapruia, USB

Device) CMapT TOKEH,...)

X.509 Cranmapa 3a €NEKTpOHCKE cepTudUKare, OMHCaH Y
noxkymeHnty RFC 5280

LDAP [TpoToKoI 32 IPUCTYH jJABHOM TUPEKTOPH)yMY

(Lightweight  Directory Access

Protocol)

urc Koopanaucano yHuBep3anHo BpeMe

(Coordinated Universal Time)

ETSI EBpornickm  MHCTUTYT 3a cTraHaapae u3 obiactu

(European Telecommunications| TeIEKOMyHHUKaIH]ja

Standards Institute)

IMoanTnka ceprudukanuje 3a KBaJIU(PUKOBaHe eJIeKTPOHCKe cepTHdHKATE ca HOBOT CHCTeMa

crpana 10 on 24



CEPTH®HUKAIIMOHO TEJIO JABHOI' HPEAY3ERA ,,JIOIUITA CPBUAJE, BEOI'PA/]

2. OBJAB/BUBAIBE N JIOKAIINJA ITIOJATAKA O
CEPTUO®PUKALIMIN

2.1. Jlokaumja 3a o0jaB/bMBam-e MOJATAKAa 0 cepTUPUKALUjH

Ceprudukanuono teno [lomre 06jaBibyje mogaTke U CBY JOKYMEHTAIIH]y KOja c€ OTHOCH Ha
U3/1aBambe KBATM(UKOBAHUX cepTuduKara Ha BeO cajTy https://www.ca.posta.rs, KOju je jaBHO
JIOCTYTIaH, Ka0 U JOKYMEHTaIlfja Koja ce€ Ha H0j HaJa3u.

2.2. O0jaB/bUBam-€ MOAATAKA O CepTHRUKAIIUjH

Ha Web cajty Ceprudukanmonor tena Ilomre jaBHO cy 00jaBJbeHH JOKYMEHTH H
uH(popmarje o nmpykamwy yciyra cepTuduxaimje.

Penosutopujym ce cactoju ox mena Koju je goctynaH Ha BeO cajty CepTuduKamuoHOT Tea
[omrre n nena koju je moctynad mpeko jasHor LDAP nmenuka.

Ceprudukarmono teno Ilomre 06jaBibyje Ha CBOjoj BeO cajTy:

- Ilomutuky ceprudukamnuje Ceprudukanuonor tena JaBaor npenyseha ,,Ilomra Cpouje®,
Beorpan 3a kBanm(ukoBaHE €JIEKTPOHCKE cepTH(HKATE ca HOBOI cucTeMa (y JaJbeM TEKCTY:
[Tonutuka ceprudukanuje),

- Ilpaktnyna mnpaBuwia mpyxama yciayra ceprtudukanuje CeprudukanuoHr Tena JaBHOT
npenyseha ,Ilomra CpoOuje”, beorpanm 3a kBaindukoBaHE EJIEKTPOHCKE cepTudUKaTe ca
HOBOT cucTeMa (y AajbeM TekcTy:[IpakTuuHa npasuia),

- KOPUCHUYKA YIyTCTBA,

- cepru¢ukare CA cepBepa ca MpHIPYKEHUM hash BpeAHOCTHMA,

- perucrTpe ono3BaHUX CepTH(UKATa,

- LICHOBHUK,

- OMIITE yCIIOBE MpYyXKama yciyra,

- oOpacrie 3a KOpUCHHKE,

- 3aKOHCKY peryjaTuBy U3 MOApyYja MpyXKama yciayra cepTudukanmje,

- Ipyra aKTa U 00aBeIITema.

ITyrem OCSP cepBuca Cepruduxanuonor tena [lomre noctynHe cy nHpopmaiuje o cTarycy
OIM03BaHOCTH KBaIM(UKOBAaHUX cepTudukara migatux ox crpaHe CeprudukanuoHOr Teia
[Momrre. Appeca OCSP cepsuca Ceprudukammonor tena Ilomre je: http://ldap-
0CSp.ca.posta.rs/ocsp.

Ceprudukanmono temno [lomTe jaBHO HE 00jaBJbyje MOBEPJHUBE MOJATKE.

LDAP uMeHUK je TOCTyIaH Ha afapecu. ldap://ldap-ocsp.ca.posta.rs

VY neny koju je moctymaH mpeko jaBHor LDAP nMeHuKka 00jaBJbyjy C€ PETHCTPU OMO3BAHHUX
ceprudukara xoje uznajy CA tena Ceprudukarnuonor tena [lomre u CA ceprudukaru.

O06jaBibuBamke JOKyMEHaTa MO oA00pemy oOaBiba OBNAIINEHM 3arOCICHU 3aAyKeH 32
yIpaBJbamke capkajeM BeO cajTa.

OGaBemTema KOPUCHUIIMMA, WHQOpMAIMje O TMPOMUCHMA, OMNIITHMA aKTUMa W JIpyre
uHpopmaije o0jaBibyjy ce mpe moderka mnpumene y CeprudukanuoHom temy Ilomrre.
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Ceprudukatn CA Ttena Ceprudukamuonor tena I[lomre m mpunagajyhe wmHbopmammje
00jaBJbyjy c€ MOCIe BUXOBOT U3IaBamba.

O0jaBibrBamke KOPUCHUYKHUX YIyTCTaBa M oOpa3ama 3a KOpHCHHUKE Ha BeO cajTy omoOpasa
Ceprudukanmmono temo Ilomre, 06e3 mperxogHe HajaBe, Tako Ja CE€ CTapHje Bep3Hje
JIOKyMEHaTa YKJIambajy.

2.3. Y4ecraJjiocT 00jaB/bHBakba MOJATAKA 0 CEPTHPUKALM|H

Ceprudukanuono teno I[lomre ayromarcku 06jaBibyje npunamajyhe CRL y jaBHOM HMEHUKY
u Ha Web cajTy mocie \UXOBOT U3/IaBamba.

VYuecranoct o0jaBspuBamba CRL koje u3naje Ceprudukanumono teno [omre nepunucana je y
[IpakTHYHUM TpaBHIMMA.

2.4. KontpoJia npucTyna nojauumMa o cepruukanujn

Jokymenta u uHdpopmaimje objaBbeHn Ha BeO cajry Ceprudukanuonor tena Ilomre cy
OeCIuUIaTHU U JaBHO JTOCTYITHU.

Ceprudukarmmono teno [lomre nMa ycrnocTaBjbeHe KOHTPOJIE MPUCTYIIA Y IIUJbY CIIpeyaBama
HCAYyTOPHU30BAHOT NO0J4aBamba, 6pI/ICH.H)a WM TPOMCHC, Ka0 MW 3allITUTC HHTCIPUTCTA U
ayTeHTUYHOCTH. [IpucTyn o6jaBibeHUM MOKyMEHTHMa W MH(pOpMaldjamMa oMoryheH je camo
32 YUTambe.

[IpaBo nonmaBama, mpoMmeHe W Opucama moxaraka Ha BeO cajry CepTuHUKAIMOHOT Teja
[Tomre nmajy camo ornamhenu 3anocienu y Ceprudukanunonom ey [lomre.

3. MAEHTU®UKALINJA U AYTEHTUOUKALINJA

Unentudukamuja u ayreHTHUKAMja KOPUCHHWKA KojuMa moapeheHo (subordinate)
CepTU(HUKAIIMOHO TEJI0 U3/Aaje cepTUdHKare cy onucanu y [IpakTHayHUM npaBUIMMa.

3.1. OnpehuBame nmena

VYV xBamudukoBanuM ceptudurkaruma koje uzmaje Ceprudukanmuono teno I[lomre, ume
cepru(UKaMOHOr TeNa Koje u3naje ceprudukare, mosbe Issuer U UMe KOPUCHUKA, IMOJHE
Subject, cy jenunctBeHa umena (Distinguished Name - DN).

Nmena n Ha3uBM y arpuOyTuMa mosba Subject xoja uACHTHGUKY]Y GU3UYKO JUIE U MPABHO
Jane Cy CMUCIICHU.

VY nosbe Subject kBanu(pUKOBaHOT cepTU(UKaTa YIUCY]y ce oAU O (PU3UYKOM JIUILY OHAKO
Kako Cy HaBelCHH Yy BaxeheM HIEHTU(PUKAIMOHOM ITOKYMEHTY, OJIHOCHO Yy CIyKOCHOM
MaTU4HOM peructpy. [lomamu o nmpaBHOM JIMITy KOjU Ce€ YHUCY]y Yy moJbe Subject HaBone ce
OHAaKO KaKO Cy PErHCTPOBAaHH Y HAIJIC)KHOM PETUCTPY.
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VYrkomuko Ceptudukanuono teno [lomre w3gaje kBaaudUKOBaHU CePTHUPUKAT (PUIZMUIKOM
JHIy y TPAaBHOM JIMILY, y OKBHPY arpuOyTa KOju HIACHTU(UKY]y KOPUCHHKA Halasze ce U
PETHCTPOBaHMU TMONAIM IPABHOT JINIIA.

Canpxaj osba ceprudukara Subject Alternative Name mMoxe OUTH ajapeca e-TOIITe Koja He
Mopa OUTH CMHUCIICHA.

Kopucuuiu e mory na 6yny aHOHUMHU.

Y  kBanu(pHUKOBaHUM cepTU(UKATUMA Cy HUMEHAa KOPUCHHKA BEpHO Ipe/CTaBJbeHA
OJIrOBapajyhuM JTaTHHUYHUM CJIOBHMA CPIICKOT je3UKa.

Ceprudukarmono teno [lomre rapanTyje jeIMHCTBEHOCT UMEHA y CBOM JIOMEHY.

Nmena xojuma 6M ce KpInia MHTEIEKTyaJHa MM ayTOpcKa MpaBa APyruX HHUCY J03BOJHEHA.
Ceprudukanmono teno Ilomre Huje o6aBe3HO na BepuduKkyje Aa M je KOPUITheme TaKBUX

UMeHa 3aKOHUTO. KOpHCHHUK CHOCH OITOBOPHOCT 3a TO Ja 00e30equ 3aKOHUTO KOpHIINeHe
0/1abpaHoT UMEHA.

3.2. IloueTHa nmpoBepa UJEHTUTETA

Kopucauk mopa na Oyne ¢u3MYKM NpUCYTaH y IWJbY YTBphUBama HIEHTHTETA. bimku
yCJIOBH perynucanu cy [IpakTHaHuM nmpaBmimma.

[TpuBatHu kpunTorpadcku KJbyd koprucHuka remepuiie ce y Ceprudukanuonom teny [lomre
Ha KBaJIM(UKOBAHOM CPEJICTBY 32 KPEUPAHE SNEKTPOHCKUX MOTIHCA U EIEKTPOHCKHX Tevara.

KpanudukoBanu cepruukar 3a eJIeKTPOHCKH MOTIIUC MOXKE C€ M3/1aTH caMO (PU3UUKOM JIULLY.
@®u3nyKo JHIe UMa TPaABO Jla y MME TPABHOT JIMIA KOPUCTH KBAIU(HUKOBAHHU cepTH(UKAT 3a
€JIGKTPOHCKH MOTIHC, YKOJIUKO MY TO JI03BOJIM IpaBHO Jnie. KBanupukoBanu ceprudukar 3a

CJICKTPOHCKH II€4YaT MOXE C€ U3JaTHu CaMO IIPAaBHOM JIMILY.

Ceptudukanumono Teno llomTe Bpumm mpoBepy MoAaraka O MPAaBHOM JIMIY HAa OCHOBY
PETUCTPOBAHUX TOJIATAKA y CIY>)KOCHUM PErucTpUMa.

[Mocrynak nnenTudukaiyje KOpucHUKa onucat je y [IpakThuHuM mpaBUiInMa.

CBu nofanii 0 KOPHCHUKY KOj€ 3aXTEBajy 3aKOHCKH MPOIKICH MOpajy J1a Oyay MpOBEpEHH.
CBu nogany o (U3NYKOM JIMILY Y IPABHOM JIUILY MOpPajy Z1a Oyny MpOBEPEHH.
Ceprudukarmono teno [lomre He npeasuha yHaKpCHO cepTUDUKOBAILE.

3.3. UnenTuduxkanuja u ayreHTU(PUKANMja 3aXTeBa 32 00HOBOM K/by4a

Ceprudukanmono teno Ilomre He mo3BospbaBa 00HOBY KJbyda. Lleo mporec ce wm3BpiiaBa
U3/1aBabEM HOBOT KBAJIM()UKOBAHOT cepTU(dUKaTa.

Ceprudukarmono temno [lomTe He 103BOJbaBa 3aMEHY KJbyda Iociie orno3usa. Lleo nporec ce
U3BpIlIaBa U3/1aBakbeM HOBOT KBAJIM(PHKOBAHOT CepTU(UKATA.
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3.4. NUnenTnduxkanuja u ayreHTU(PUKANMja 3aXTeBa 3a 0N03MBOM

Kopucauk ceprudukara 3axTeBa OINO3MB KBAIM(PUKOBAHOT cepTU(HUKATa y CKIATy C
IIOCTYIIKOM onucaHuM y lIpakTuyHum npasunmuma.

4. OIIEPATUBHU 3AXTEBU Y TIPOLECY U3JIABAIBA
CEPTUD®UKATA

4.1. IlonHoewme 3aXTEeBA 32 H31aBamke cepTUPUKATA

3axTeB MOXe Jla MojHece (U3MYKO WM MPaBHO JIMILE KOJ€ UCIyHhaBa yCIOBE HABEIEHE Y
[IpakTuHMM IpaBUIIMMA.

4.2. O0pana 3axTeBa 3a u3iaBame cepruukKara

Ceprudukanmono teno Ilomre naeHTH(UKYyje KOPHUCHUKA M O00paBa 3aXTEB 3a H3/1aBarbE
KBaJM(HUKOBAHOT CepTH(]PUKATa YKOIUKO Cy HCIYHEHH YCIOoBH mporucaHu [IpakTuyHum
npaBunuMa. Cepruduxarnmono teno Ilomre Moxke 1a on0Mje 3aXTeB YKOJIMKO HUCY UCTTYHCHU
ycJ10BM nponucany [IpakTHuHUM NpaBUIMMA.

4.3. U3naBame ceprudukara

Ceprudukarmono teno [lomre n3naje KBaTupUKOBaHU CEPTUPHUKAT MOCIE CBUX M3BPIICHUX
nporeca MpoBepe rmojaraka 1 nocjie ogoopema 3axTeBa 3a u3aBame ceprudukara. M3naBame
cepTuduKara BpIIM Ce HAa HAYMH KOjUM ce 00e30ehyje u ocurypaBa ayreHTUYHOCT. U3 ToOT
pasnora Ceprudukanmmono teno IlomTe nma mnpuMemeHe Mepe KojuMa ce CIpedasa
dancudpukoBame ceprudukara. [loctynuu u obaBemraBame KopucHuka ox crpane CA Ttena
cy onucanu y [IpakTHuHNM npaBUIIMA.

4.4. Ipey3umame cepTuukara

[IpuxBarame u npey3uMame KBaTH(PHUKOBAHOT CEpTU(HUKATA O CTPaHe KOPUCHUKA OMHICAHO je
y [IpakTnuHNM TpaBHIMMA.

4.5. Kopumhemwe napa kpunrorpadgckux Kby4eBa u ceprudukara
[MpuBarHu KpunTorpad)CKu KJjbyd KOPHCHUKA KOPUCTH CE€ 3a KpEUpame KBaTH(PHKOBAHOT
MoTmHca WJIM Tiedyara, a KBalu(uKOoBaHM cepTU(DHUKAT 3a BaIMIANN]y KBAIU(PUKOBAHOT

IHOTIIMCA MUJIM II€Yara.

Tpeha crpaHa KOpHUCTH jaBHM KJbyd M KBaJHU(HUKOBAHM CEpTHU(HKAT 3a BaJHIALH]Y
KBaIM()UKOBAHOT MTOTIMCA MITHU T1eYara.

4.6. O6HoBa cepTu(dUKaTA

O6HoBa kBanudukoBaHor ceprudukara ce He Bpimu. Lleo mporec ce u3BpIIaBa W3gaBambEM
HOBOT KBaJTM(HUKOBAHOT cepTH(HUKaTA.
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4.7. 3ameHa jaBHOI K/by4a y cepTudukary

3aMeHa jaBHOr KJby4ya y KBaJM(HKOBaHOM cepTudukary ce He BpuH. Lleo mpomec ce
M3BpIIaBa M3/1aBafbeM HOBOT KBAIM(HUKOBAHOT CEPTU(HKATA.

4.8. [Ipomena nogaraka y ceprupukary

[Tpomena nmonaraka y kBanudukoBaHOM cepTudukary ce He Bpin. Lleo mporec ce u3BpiiaBa
M3/1aBakbeM HOBOT KBaJM(PUKOBAHOT cepTuduKara.

4.9. Ono3uB u cycnen3uja ceprupukara

Omno3uB U cycrneHsuja ceprudukara cy peryaucanu [IpakThyHuM npaBuimima.

4.10.Ycayre o cratycy ceprupukara

Ceprudukammono Teno IlomrTe mpyka ycayry TpoBepe  CTaTyca/Orno3BaHOCTH
KBaJM(HUKOBAHOT CEpTU(HKATAa TMOCPEACTBOM PETrUCTpa oOmno3BaHux cepruduxara u OCSP
cepBHca.

4.11.Ilpecranak kopumhema ceprudukara

Kopucnuk npecraje ca kopuirhemeM KBaTH(PHUKOBAHOT CepTH(HKATA TOCIE:
- ICTEeKa pOKa BAXKHOCTH KBaJTM(UKOBAHOT cepTuduKara,
- U3BPUICHOT OIMIO3UBA WJIH CYCIICH3Hje KBAIM(UKOBAHOT cepTu(dUKaTa.

4.12.0TkpuBam-e¢ 1 00HOBA NPUBATHOTI K/by4a KOPHMCHUKA

Ceprudukammono teno Ilomre He YyBa MpuBaTHE KJbyuyeBe KOPUMCHHKA M HE MOXE J1a MX
OTKpHj€ HUTH OOHOBH.

S. KOHTPOJIA ®U3NYKOI' HIPUCTVYIIA, IPOLEAYPA 1
OBJTAI'REHUX JIMITA

5.1. KonrtpoJaa ¢pusnuxkor npucryna

Hajsaxxnuja ompema Ceprtuduxanmonor tena Ilomre koja ciayXu 3a Npyxkame yciayra
cepruduKanmje, Hajla3u ce y 3amTuheHoj MpOoCTOpUjH, Y 00jeKTy Ha IIEHTPAIHO] JOKAIHj!
Ceprudukarmonor tena [lomre.

Kontponma ¢usuukor mpucTyma, Haa3zopa U 3amTUTe 3amTHheHe  MpocTopHje
UMITJIEMEHTHPAaHa je y CKJIay ca ctannapanMa 3amrute Ceprudukanuonor tena [lomre.

Ceprudukanmono Tteno Ilomre o00e36ehyje ma je mpuctynm 3amTuheHO] TPOCTOPHU
OTpaHMYEH UCKJbYUYMBO HA MOY3aHO ayTOPH30BAHE 3aIlOCTICHE.

3amruhena npoctopuja Ceprudukanuonor tena [lomre onpemibena je:
- CHCTEMOM 32 HETIPEKHUJHH U3BOP Hallajamba eNCKTPUIHOM CHEPTH]jOM,
- CUCTEMOM 32 KJIMMAaTH3a1H]y,
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- CHCTEMOM 32 PaHO OTKPUBAKE U AyTOMATCKY J0jaBy TOXKapa.

5.2. KourtpoJa npouenypa

Ceprudukarmono teno Ilomre rapantyje 1a nocioBH, koje 00aBibajy oBnantheHu 3anociIeHn
Cepruduxarmonor tena [lomre, Mory ma Oyny HaKHaJHO MPETVIEIaHN 110 AaKTHBHOCTHMA.

[TocnoBu, obaBe3e ¥ OATOBOPHOCTH 3aIOCIECHUX Je(PUHUCAHM CYy Ca CTAHOBUUITA pa3/Bajama
TY’KHOCTH U TIPUBUJIETH]a, OAHOCHO MOAEJbEHH MpeMa 0JroBapajyhuM noBepbHUBUM yJIOTaMa.

3a ob6aBibame MOjeIMHUX 0€30€IHOCHO OCETJBMBHMX 3aJaTaka y 3alITUNEeHO] MPOCTOPUjU

3aXTeBa C€ YYECTBOBAWE MPOMUCAHOT Opoja juIia ca oapeheHHMM TMOBEpJHHMBUM Yiorama M
neUHUCAHUM 3aaliMa.

5.3. KonrpoJa opnamhennx auna

Ceprudukanmono teno [lomre mma qoBoJbaH OpOj 3amMOCICHHX Ca 3HAKHEM, UCKYCTBOM H
KBaJM(HKalMjaMa Koje Cy MOTpeOHe 3a IMpyXame yciyra ceprudukanuje U3 orcera oBe
noJiTuke ceprudukaruje u [lpakTHayHUX mpaBua.

3anocnenn y Ceprudukannonom teny [lomre mopajy OuTH KBanm(pUKOBaHU 3a 00aBJharkhe
MOCJIOBA U TOJUIEXKY MPOBEPU pajiHEe CIOCOOHOCTH Ipe moueTka paaa y Cepruduxanuonom

teny Ilomre.

Bpmu ce mepuoguyHOo OOHaABJbamkEe M yCaBpIABalkhe 3HAMA 3allOCICHHX Ca OAroBapajyhum
[IOBEPJEUBUM YJIOraMa.

5.4. Ilpouexype HaAIeAamka paga cUCTEMA
Horahaju koju ce omgHoce Ha obOaBsbame aenarHoctu Ceprudukamuonor tena I[lomre
3aMHCcyjy ce y ENEeKTPOHCKe AHEeBHUKE (audit log) W eBHIEHIIMjEe KOje ce pydyHO BOIE, ca

JaTyMOM M BpeMEHOM Jjorahama.

Opnamthenn aamuaucTparopu Cepruduramuonor tena I[lomre mpernenajy eIeKTPOHCKE
JTHEBHUKE U py4YHE €BUICHIIU]€ JeJaHITyT HEIeJHHO.

Kormuje enexkTpoHCKUX JHEBHUKA M PYYHUX €BUJICHIIM]A UyBajy ce Hajmame 10 roguna.

EnexTpoHCKH THEBHHIM M pYYHE €BHUJCHIIMjE UyBajy ce Ha 0Oe30eqaH HauWH, a MPUCTYN je
orpaHu4eH ¥ Moryh camo JuImMa kKoja uMajy oaroapajyhe moBepJbHBE yiore.

EnexkTpoHCKU THEBHUIIU C€ CBAKOAHEBHO aXKypHpPa]y.

5.5. ApxuBHpame nojgaraKa
Ceprudukarmono teno [lomre Bpim apXuBUpamke MoJaTaka.
Ceprucdukarmono teno IomTe je 1yKHO 1a 4yBa KOMIUICTHY JAOKYMEHTAIM]y O M3IaTUM U

OIIO3BaHUM KBaMM(pUKOBaHMM cepTudukarnma 10 TOOMHA TO NPECTaHKY BaXKema
cepTudukara.
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Ceprudukammono teno Ilomre 00e30ehyje TajHOCT TekyhuX M apXuUBUpaHUX 3amKca O
KBATH(UKOBAHUM CEPTH(PUKATUMA.

5.6. 3aMeHa KJby4eBa CepTUPHUKANUOHOT TeJIa

Ceprudukarmono teno [Tomre HaCTOjU Ja KOHTUHYHPAHO TpyXKa yciyry ceprudukanuje. 13
tor paznora Ceprudukanmono teno IlomrTe he moBosbHO Bpemena mipe wucrteka CA
cepTudUKaTa U3BPIIUTH FeHEPHCakbe HOBUX KJbydeBa. [ enepucame kibydeBa CA Tena moryhe
j€ CIIPOBECTH U paHHje.

5.7. OnopaBak cucrema nocje Karacrpode

[Tocne mpectanka karactpode U OTKIamama meHoT y3poka, Ceprudukanuono teno [omre
he y Hajkpahem Moryhem poky 1a 10BeJie CHCTEM y MPOAYKIIMOHO CTAHkE U HACTABH Ca PAZIOM.

5.8. IIpecranak paga cepTU(PUKANUOHOT TeJIa

Ceprudukarmono teno [lomre, y ciaydajy npectanka paja, uMma obasesy ja:

- o0aBecTH CBE 3aMHTEPECOBAHE CTPAHE O MPECTAHKYy 00aBJbamba yCiIyra cepTudUKaImje;

- TIpeHece cBoje 0OaBe3e IPYroM CepTU(UKAIIMOHOM Tely, YKOJIUKO MocToje MoryhHocTu 3a
TO;

- OIO30BE CBE M3/are KBalM(UKOBaHE cepTU(UKaTe, KOjuMa HUjEe MCTEKA0 POK BaXKHOCTH,
YKOJIMKO HE YCIIe Ja IPEeHece CBOje 00aBe3e Ha APYro CEPTUPUKAUOHO TEIO;

- VHUIITH WK TIOTIIYHO OHeMmoryhum kopumiheme CBOjUX NPHUBATHUX KJby4yeBa, KOJU CYy
KOpUITNEHH 3a Kpeupame cepTudukara U perucTpa ormo3BaHuX cepTU(UKATa, TAKO Ja Ce UCTH
HE MOTY PEKOHCTPYHUCATH.

Kopucaunm usznarux kBanugukoBaHMX cepTu(ukara 6uhe oOaBemrTeHH O MpECTaHKY paja,
npeko BeO cajta Ceprudukammonor Ttena [lomTe WM Ha JOpYyrd HA4YWH, TOCPEICTBOM
cpezacTaBa jaBHOT HH(GOPMHCAbhA MU eIEKTPOHCKOM MOIITOM.

6. KOHTPOJUIE TEXHUYKE 3AIITUTE

6.1. I'enepucame nmapa KpunTorpagpckux Kbyuesa H HHCTAJIaNMja

[Tap xpunrorpadckux kbyueBa CA Teja TEHEPHUIIE C€ y XapABEPCKOM KpHUIITOTpadCcKoM
MOJTYTY.

[Tap xpunrorpadckux KibydeBa KOPHCHHKA T€HEPHIE C€ y KBaJTU(UKOBAHOM CPEACTBY 3a
Kpeupame eIeKTPOHCKUX notnuca u nevara (Qualified Signature Creation Device - QSCD).

6.2. 3amTuTa NPpUBATHOI KpUNTOrpagcKor Kby4ya

Y Toky reHepucama mnapa KpunTorpadckux KJbydeBa KOPUCTH C€ 3alITUTa KOja BaXKH 3a
npoctopuje Ceprudurammonor tena Ilomre, 3amTuTa KOjy TIpy)Xa XapIBEPCKH
kpuntorpadcku monayn (Hardware Security Module - HSM) koju je y CKIIafy ca CTaHAapaAOM
FIPS 140-2 nuBoa 3 u EAL 4+, onepaTuBHU CUCTEM, alUIMKaIMja CepTU(UKAIIMOHOT Tella 1
BUIIECTPYKA ayTeHTH(HKanKja opiamhenux jauna. Root CA teno je y off-line pexumy.
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Hyxune kpunrorpagckux kipydeBa 3a koje Cepruduxanmono Tteno Ilomre wuznaje
KBaTM(UKOBAHE CEPTUPHUKATE CY:

- Kpunrorpadcku kipyueBu CA tena: RSA kibyueBu nyxune 4096 oura,

- Kopucanuku kibyuen: [Ipennsupano y [Ipaktuuaum npaBuinma.

Ceprudukarmmono Teno [lomre nMa UMIUIEMEHTHPAaHY BUIIECTPYKY ayTOPU3AINjy 3a MPHUCYII
NPUBATHOM KpPUNTOTPAapCKOM KJbY4y AaIuUIMKalje CepTU(UKALMOHOT TeNa. YIpaBibame
npuBaTHUM KJbydeM CA Tena CIIpOBOJM CE€ Y3 ayTOPH3alld]y HajMame JBE OBiamheHe ocode
ca noBepsbuBHM ynorama y Ceprudukanmonom teny Ilomre. Cepruduxanuono teno Ilomre
HE HyIu MOTYhHOCT OTKpHBama MPUBATHOT KpHUIITOrpadckor kibyda CA Tena.

Ceprudukanmono teno [lomre Bpim 4yBambe CUTYPHOCHHUX KOIHja MPUBATHUX KJbydyeBa CA
tena. V3Ban HSM KibydeBHU ce 4yBajy y HIH(PPOBAHOM OOJUKY Y BaTPOOTHOPHUM Oe30e1HuM
KacamMa-KOHTEJHepUMa, O] KOjuX C€ jeaHa Hajga3d Ha I[EHTPAJTHO]  JIOKAIHj!
Ceprudukammonor tena [lomre, a npyra Ha ygasbeHoj, 0e36enHoj nokauuju. He mocroje
JIpyre Komuje npuBaTHUX KibydeBa. Ceprudukanmuono teno IlomrTe HE YyBa Komuje
NPUBAaTHUX KJby4eBa KBaTH(PHKOBAHUX CepPTU(DUKATA.

3a Bpeme 10K cy u3BaH HSM mnpuBatHu kibydeBH CA Tena cy 3amiTWheHd MH(POBABEM.
HIndpoBame NpUBaTHUX KJbyueBa CIPOBOAU CE€ CTPOIUM MPUIPKABAKHEM 3aXTE€BA HABEIEHUX
y IokyMeHTanuju HSM, na ce Ha Taj HAYMH OCUTypaBa jeJHAKH HUBO CUTYPHOCTH KJbY4a, Kao
kana je y HSM. IlpeHoc mpuBaTHOT KJby4a CE€ BPIIH y3 ayTOpU3aIlvjy ABE WU BUIIE 0c0o0a ca
noBepsbuBUM ynorama y Ceprugukarnonom teny Ilomre y3 nyaaHy KOHTpOIY.

[Ipenoc mpuBarHux kibyueBa CA Tena Bpmu ce y HSM jegHakor wid BUIIET HHUBOA
CUTYPHOCTH Y OHOCY Ha KpUNITOrpad)CKU MOAYI U3 KOT C€ MPUBATHU KJbYY IIPEHOCH.

[TpuBaruu kJbyueBu CA Tena 3amITMheHu cy XapABEPCKUM KPUNTOrpaCKUM MOAYIOM U MOTY
C€ KOPUCTHUTHU jEIMHO aKO CY MPOIMUCHO aKTHBHPAHH.

AxTuBalMjy mpHBAaTHUX KkibyueBa CA Tela CHIpPOBOJAE HajMame JBa 3alocieHa ca
noBepsbuBUM ynorama y Ceprudukanmonom Ttemy I[lomre. CBaku o7 3amocieHUX
opnamheHux 3a aktuBanujy HSM ynorpebspaBa npunanajyhy cMapt KapTuily U npunanajyhy
JIO3UHKY.

[IpuBarau kibyu CA Tena neakTUBUpA Ce:

- 3ayCTaBJbambeM cepBepckor npoueca CA Tena,

- UICKJbYYEHEM CepBeEpa Ha KoM ce Hana3u CA Teno,

- UCKJby4YemeM HSM.

KopucHuuke arumkanyje JeakTUBHPajy MPUBATHU KPUNTOrpadCKU KJbYd KOPHUCHHMKA IOCTE
€JIEKTPOHCKOI' TOTIHCUBAKka W HU3BJIa4eHa CMapT KapTUIE M3 4YuTada KapTHULA, OAHOCHO
u3Bnauewa USB Tokena u3 USB nopra pauyHapa.

[IpuBatan kpunrorpadcku kbyd CA Tema ce yHMIITaBa caMO y CiIy4ajy IUIaHHUPAHOT
npecranka paga CA Tena, a IITO € CHPOBOAU CaMO y3 IHCAHY OAJYKY YIpPaBHE CTPYKType
HajBuier HuBoa Ceprudukanuonor tena [lomre. [locTynmkom yHHUIITaBama TpajHO Cy
OHEeCroco0JhEHE CBE CUTYPHOCHE KOTIHj€ TOT MPHUBATHOT KJbydYa, Ta HHUXOBA yImoTpeda BHUIIIE
HUje Moryha.
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6.3. OcTaju BUJI0BH YNIPaB/balha NAPOM K/byUdeBa
Pox BaxxHocTH ceptudurara CA tena Ceprudukannonor tena [lomre je 25 ronuna.

BpemeHcku mepuoa BaKHOCTH NMpHUBATHOT kKibyda CA Tena jeHAaK je BPEMEHCKOM IEpHOIY
BaXHOCTH mpumanajyher ceprudukara. [Ipumanajyhu npuBatau kibydeBu CA ceprudukara
HE CMejy ce ynmoTpeOsbaBaTu MOCie UCTeKa pOKa BAKHOCTH cepTU(UKATa WU MOCIE OM031Ba
ceprudukara.

Pox Ba)XHOCTM TNpWBaTHOT KJby4da KBATH(UKOBAHOT CepTH(HUKATA jeIHAK j¢ BPEMEHCKOM
nepuoay BaXHOCTH mpunanajyher ceprudukara, u3y3eB KBaIU()UKOBAHOT cepTH(HKara 3a
€JICKTPOHCKHU TeYaT KOjU C€ KOPUCTH 3a BaJMJAIM]y BPEMEHCKHX JKUTOBa KOJI KOTa j€ POK
B2)XHOCTHU MIPUBATHOT KJby4a jeHa TOANHA.

6.4. Ilonanu 3a akTUBHpame

[Toganu 3a akTUBUpame NMpUBATHOT KJbydya CA Tella TeHEpHIly CE€ MPUIMKOM I€Hepucama
kpuntorpadckux kibyueBa (Key Generation Ceremony) M MOTY Ja UX KOPUCTE UCKIJbYUHBO
omnamhena ymna Ceprudukamnuonor tena [omre.

Opnamthena numna Ceptudukanmuonor tena [lomTe cy mykHa 1a 4dyBajy JIO3UHKE KOje Ce
KOPHUCTE 32 aKTHBUPAKE KJbY4eBa CepTU(DHUKAIIMOHOT Tea.

Hauun renepucama U J0CTaBJbamka MOJATaKa 32 AaKTUBUPAE MPUBATHOT KJbyda KOPUCHHKA
onucanu cy y [IpakTuuHUM npaBUIMMA.

6.5. be30eaHOCHE KOHTPOJIe PAYYHAPCKOT cHUCTeMAa

VY pauynapckom cuctemy Ceprudukanuonor tena [lomre uMIIEeMEHTHpPaHEe Cy TEXHUYKO-
0e30eTHOCHE KOHTPOJIE U MEXaHU3MHU, U TO:

- KOHTPOJIa MPUCTYIA IO CUCTEMCKUX CepBHCa CepTU(UKAIIOHOT Tena,

- KOHTpOJIa IPUCTYTa (PyHKIHMjamMa aruiuKaiuje cepTu(UKaIMOHOT Tea,

- cTpora nozena yiaora nusmMel)y opnamrheHux mna cepTuuKauoHor Tena,

- ymorpeba cMapT KapTHIla 3a CMEIITame KPUNTOTpadCKUX KJbydeBa OBJAITNEHUX JTHIA
cepTu(UKaIMOHOT Tena,

- mudpoBamke TajHUX Moj1aTaka y 0a3u mojarTaka aruKannje cepTuUKAIMOHOT Tea,

- 0e30eHO apXMBUpamE MoJaTaka ariuKaluje cepTU(UKAIMOHOr Tela U EJIEKTPOHCKUX
JTHCBHHKA,

- 3aIITUTA ETIEKTPOHCKHUX JHEBHUKA, OAHOCHO TOJaTaka y UCTUMa O CBUM Jlorahajuma Koju ce
oxHOce Ha 0e30€IHOCT,

- yCHoCTaBJbamkhe MeXaHu3aMa OOHOBE CHCTeMa, KpUNTOrpadckux KibydyeBa W Oasze mojaraka
aruTMKaIuyje cepTU(UKAIMOHOT Tea.

6.6. TexHUYKM HAA30P Y TOKY 00aB/baiba AeJATHOCTH

Ceprudukarmono teno Ilomre nmMa MexaHu3Me U MPOLEAype Koje MpUMEeYje y KOHTPOJIU U
HaJ[30py CBUX TEXHUUYKUX CHCTEMa CepTU(HUKAINOHOT Tela.
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6.7. YnpaBbame 0e30eqnomhy pauyHapcke Mpeike

Pauynapcky mpexy Ceprudukammuonor tena IlomTe unHe MOBe3aHH MPEKHU CETMEHTH, Ha
KOjuUMa ce Hajlaze cepBepu U panHe ctanuie. CermeHTH cy mehycoOHO moBesanu firewall-
oBuMma. be3bemHocHa mpaBuna Ha firewall-oBumMa 1103BOJbaBajy caobpahaj camo wusmehy
cepBepa M paJHUX CTAHUIIA IO MPOTOKOJIMMA KOjU Cy MOTpeOHU 3a o00aBJhamke NETaTHOCTH
Ceprudukarmonor tena [lomre u 3a npuctyn cepsucuma Ceprudukamnuonor tena [lomre.

6.8. Bpemencka o3Haka

KBanudukoBanu cepTudukaTd M PErUCTPH OIMO3BAaHMX CcepTU(UKATa HUMa]y BPEMEHCKY
O3HAKy JJaTymMa U BPEMEHA U3/aBama, JaTyMa U BpeMEHa MpecTaHKa Bakema ceprudukara u
JaTyMa W BpEeMEHa W3aBama clieneher perucrpa omo3BaHuX cepTudukara. BpemeHcka
O3HAaKa HUje KPUMTOTPaPCKU/EICKTPOHCKHA BPEMEHCKH JKHUT.

Kpunrorpadcku/eneKTpoHCKH BPEMEHCKH JKUT c€ He ymoTpeOsbaBa y OICEry yciyra Of
IIOBEPEHA U3 OBOT JOKYMEHTA.

Cuctem ce yckialyyje ca HHTEpHHM CEPBHUCOM TavyHOT BPEMEHa KOjH je yCcKiaheH ca ClIoJbHUM
UTC (Coordinated Universal Time) n3BopoM TauHOT BpEMEHA.

7. TIPO®UJI CEPTUPUKATA, PETUCTPA OIIO3BAHHUX
CEPTU®UKATA U OCSP

7.1. IIpo¢pua ceprudukara

Ceprudukanuono teno [lomre n3naje X.509 ceprudukare Bep3uje 3. [Ipodunu ceprudukara
cy onucanu y IIpaktnynum npasunmuma.

7.2. Ilpopun CRL

Ceprudukanmono teno [lomre uznaje X.509 peructpe omnospanux ceprucukara (Certificate
Revocation List - CRL) Bep3uje 2. IIpodun peructpa omno3BaHux ceprudukara je OrnucaH y
[MpakTHYHUM TpaBUIIAMA.

7.3. OCSP npodun

Ceprudukanmono Tteno I[lomre omoryhaBa on-line mpoBepy craryca KBaJU(PUKOBAHOT
cepruukara nocpeactBom OCSP mpotokona (Online Certificate Status Protocol). OCSP
npodu je onucan y [IpakTHIHUM TIpaBuIMMAa.

8. PEBU3NJA YCKIIABEHOCTHU PAJJA CEPTUPUKAILINOHOI
TEJA U IPYT'E HPOLEHE

Hanzop nHax pagom Ceprudukanuonor tena [lomre kao KBam@puKoBaHOT TPy)Kaola yciryra
O] TIOBEPEHa PETYIIMCAH j€ 3aKOHCKUM MPOMMCHUMA, OMIITUM aKTUMa U JPYTUM JOKYMEHTHMA
KOJU PETYJIHUIITY OBY 00JIaCT.
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8.1. Yuecrajocrt peBusuje

IIposepe ycknahenoctn paga Cepruduxanmonor tena I[lomre Mory OUTH yHyTpallbe WUIIH
CIIOJbAIIHE.

Ceprudukanmono teno Ilomre wu3BpIaBa peloBHE YHYTpAIllkhe PEBU3H]E paja JeIaHITyT
TOAUIIKEC.

Moryhe je M3BpUIMTH W BHUIIEC O jeHE PEBU3Hj€ TOTUIIIE YKOIUKO j€ TO 3aXTEBAHO OJ
HAJUI)KHOT OpTraHa WM je TO MOCceanIa He3aI0B0JhaBajyhux pesyaTara mpeTXoHe peBU3H]e.

VYdecTanocT U OKOJTHOCTH CITOJBAIIE PEBU3HUjE PErYIHCAHH CY IPOIMCHMA, ONIITHM aKTUMa
U JIPYTUM JIOKyMEHTHMAa KOjU PEryJIHIly OBY 00JacT.

8.2. Kpanudukanmja Juna Koje BpIIM peBU3HjY

3akoncku 3actynHuk Ceptudukanuonor tena Ilomre oaroBopan je 3a copoBoheme
YHYTpAIIbUX peBU3HUja U oJpehruBame JHIa Koja uX CIpOBOJIE.

Criospanimy peBU3Hjy CripoBoH Teso 3a OLeHhUBakhE ycaraameHOCTH.
8.3. OgHoc JMna Koje BpIIM PpeBU3HjY NpeMa NMpeaAMeTy peBH3Hje

Jlutie xoje BpmM peBU3Mjy Moxe Outh 3amnocieHu Ceprtudukanuonor tema llomre wmm
CIIOJBHO CTPYYHO JHIIE, MpemMa H300py 3aKoHCKOT 3acTynmHuka CepTu(UKalHUOHOT Tela
[Tomre.

Teno 3a ouewmHBame YCcamIalleHOCTH W HCTOBH  PEBH30PU  HE3aBHCHH CY  Of
Ceprudukanmonor tena [lomre 1 He cMe 1a TOCTOjU CYKOO MHTEpeca.

8.4. Ilpeanmer peBu3nje

VY okBHpY peBU3Hje POBEpaBa ce:

- LIEJIOBUTOCT M TAaYHOCT JIOKyMEHTallH]e,

- yckita)eHOCT ca 3aKOHCKUM TIPOIHACUMA,

- OpraHM3allMOHU POIIECH U TPOLIEAYPE,

- TEXHWYKH MPOIECH U TPOIIEYpe,

- (pu3nuKa CUTYpHOCT MPEIMETHHX JIOKAIIW]a,

- MpUMEHEHE Mepe HHPOopMaInoHe 0€30eTHOCTH.

8.5. Ilpexy3ere akTUBHOCTH Ka0 pe3y/Tat npoHaljeHux HeqocTaraka

VY cnydajy nponal)eHHX HelOoCTaraka, CIpoOBOJE C€ aKTUBHOCTH HA OTKJIAkAlhy UCTUX Y IITO
KpaheMm poky.

8.6. O0jaB/buBam-€ U3BEIITAja peBU3MjeE

W3Bemraj MHTEpHE peBU3MjE MpencTaB/ba HHTEPHH AOKyMeHT CepruduxanmoHor Ttena
[Tomre u He o0jaBibyje ce jaBHO. HamemeH je HCKIbYYMBO OBJANCHUM JIHIIMMA
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Ceprudukanmonor Ttena IlomTe 3a moTpebe OTKIamama EBEHTYaIHO MpoHaheHux
HE/J0CTaTaKa.

WzBemraj o ouewmuBamy ycarmameHoctd Cepruduxannono Tteno Ilomre pocraBsba

HA/JIOKHOM OpraHy y pOKy O TpH pajJHa JaHa OJ JaHa TpujemMa ox crpaHe Tema 3a
OLCHUBALC YCAITIAIICHOCTH.

9. OCTAJIA TOCJIOBU U ITPABHA IINUTAIBA

9.1. IleHOBHUK

Ceprudukanmono teno I[lomTe m perucrpanriona tena oOaBelTaBajy KOpHCHHKE W Tpeha
JMIIa O CBUM yciIyrama kKoje ce Harutahyjy. YKOJIHMKO MOCEeOHHMM YrOBOPOM HHjE Apyraduje
onpeheno, yciyre ce Hamahyjy y cKiaay ca IIEHOBHUKOM. [[eHOBHUK CBHX yciyra Koje ce
Hartahyjy oGjaBsbeH je Ha BeOcajTy Cepruduxanmonor tena Ilomre n gocTynaH Ha 3axTeB
CBUM 3aHHTEPECOBAHUM JINIIIMA.

Ceprudukanmono temno [lomre 3aapikaBa mpaBo 1a N3MEHH [IEHOBHHK.

Ceprudukanmono teno Ilomre He Hamahyje Omo3uB, CYCNEH3HW]y W TMPEKHI CYCIEH3Hje
cepTudukara.

Ceprudukammono teno [lomre He Hammahyje yciayry mpyxkama HHPOpMaLuja O CTaTyCy
OTI03BaHOCTH ITyTEM perucTpa orno3BaHux ceprudurara u OCSP cepBuca.

Ceprudukanmono teno Ilomre Bpmm moBpahaj HakHAJAE YKOJHMKO j€ M3BpIIEHA IMOTpEITHA
ymiara, riaheH Behu M3HOC HakHA/AE M Y CKJIAIy ca JPYT'MM HpPOMHMCHMA M OMIUTHM aKTUMa
KOjY PETYIUIIY IpaBa MOTPOIIaya.

9.2. OaroBopHOCT

Ceprudukarmono teno Ilomre CHOCH OATOBOPHOCT 32 00aBJbakhe CBOjE JIENATHOCTH Y CKIIATy
ca Baxehum nponmcuma. M3HOC ocurypama je peryauca [IpakTHaHuM mpaBmimma.

9.3. TajHocT MOCTOBHMX MoJATaAKA

Tajun momamm cy cBu nogauu koje Ceprudukanmono teno I[lomre mpubaBu u Kpeupa y
00aBJbamy CBOjE IETaTHOCTH.

[Ipuctyn mnopamuma, KOJjU C€ cMmarpajy TajHUM, MOXE OWTH OIO0OpeH oOBJanheHuM

3anocnennma Ceprugukanuonor tena Ilomre ¥ HAAISKHUM JIp>KaBHUM OpraHuMa, ako Cy
VCIIyECHU 3aKOHOM IIPOIIMCAHU YCIIOBH.

9.4. 3amTuTa MOIATAKA 0 JUYHOCTH

Ceprudukarmono temno [lomre je y)XHO Ja ce y CBOM MOCJIOBamkby MPHIpKaBa oJpeadu Koje
ce OJJHOCE Ha 3aIITHUTY IO/1aTaka O JIMYHOCTH Y CKJIaTy ca Bakehnm mponucuma.
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Kopucaunm npe m3naBama KBaTu(UKOBAHUX cepTHdUKATa MOTBPhyjy Aa Cy carliacHH Ja ce
BpIIN 06paz[a BUX0OBHUX IToAaTakKa O JINYHOCTH.

9.5. 3amTnTa NpaBa MHTEJIEKTyaJIHe CBOjUHE
OBaj TOKyMeHT, Kao u npyra gokymeHramnuja Ceprudukanuonor tema [lomre o0jaBpeHa Ha
BeO cajty Ceprudukaunonor Ttena [lomTe mpencraBjba HMHTEICKTYadHY CBOjUHY

Ceprudukanuonor temna [lomre, 0cMM YKOJIMKO TO HUjE Ipyraduje 03HaYeHO.

Cga mpaBa uHTenekTyaHe cBojuHe Ceprudukanuonor tena [lomre ykipydyjyhu 3amrTuTHe
3HAKe U ayTOpCKa MpaBa 0CTajy UCKJbY4IHBO BiracHUIITBO Ceprudukanuonor tena [lomre.

Ceprudukarmono teno [lomre He monaxe MpaBo MHTEIEKTyaIHE CBOJUHE Ha COPTBEP KOjH ce
kopuctu y PKI cuctemy 3a u3ziaBame KBaTU(UKOBAHUX CEPTH(UKATA, a KOJH € Y BIACHUIITBY

Tpehux nuua.

Codteep tpehe crpane Cepruduxammono teno [lomre xopuctu y ckiamy ¢ ompendama
Baxehe ymueHIze.

9.6. IIpaBa u o0aBe3e

Ceprudukammono teno Ilomre rapanryje npyxkame yciayre ceprudukanuje, y ckiamy ca
3aKOHOM, JPYI'MM IPONHUCHMA, OBOM ITOJUTHKOM CepTU(UKALUjE W JPYTUM OIIITHM aKTUMa
Ceprudukammonor tena Ilomre, koju cy yckinahenu ca Baxehum nponucuma PemyOnuke
Cpouje.

O6agese cBux yuecHuka y PKI cucrteMy perynaucane cy [I[pakTHIHHM MpaBriIAMa.

9.7. Henpu3zHaBame npasa

Ceprudukammono teno [lomre mpusHaje mpaBa KOPUCHUKA Koja Cy y CKIaay ca Bakehum
nponucuma y Perryomuru CpOuju.

9.8. OAroBOPHOCT M OTrPpaHNYEHA 01 OJATOBOPHOCTH
OAroBopHOCT M OTrpaHUYEH-A O/l OATOBOPHOCTH peryaucanu cy Ilpaktuunum npaBunmma.
9.9. Haknane

3a npyxkame yciyra Ceprudukanuonor teia [lomre, kopucHuK 11aha HakHaAE y CKIIany ca
norasjbeM 9.1. OBUX NpakTUYHUX IIPAaBUIIA.

9.10.Ctyname Ha CHAry M IPeCTAHAK BajKeHha MPAaBHUX aKaTa

[IpaBHa akta Cepruduxanuonor tena [lomre 06jaBbyjy ce y ,,Ciyx6enom IITT-rmacauky*,
Ipe CTylnama Ha CHAry W CTYIajy Ha CHAary y poky yTBp))eHOM y CBakoM O THUX akKara, y
CKJIay ca 3aKOHOM.

Oga nonutuka ceprudukanuje u apyra akra Ceprudukanuonor tena [lomre nqoHoce ce u
00jaBJbyjy Ha CPIICKOM ]E3HKY.
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9.11.ojennnauyHa odaBemITElHa 1 KOMYHUKAIIMja A KOPUCHUIIUMA

Ceprudukanmono teno [lomre kKOMyHHIEpa ca KOPUCHHUIIMMA MyTEM EIIEKTPOHCKE IOIITE,
nomite 1 BeO cajta, ocuM ako Huje apyraunje oapeheno [IpakTuanum nmpaBuinma.

9.12.lonyne IMoautuke ceprudukamnuje

Ceprudukarmono teno [omre he nmniuemMenTUpaTu npoMeHe y cBoje Baxehe akre y ciny4ajy
IPOMEHE PeryiaTHBe U Mpoleaypa pajaa.

9.13.CnopoBu u3mel)y ceprupuxanmoHor Tejia 1 KOPUCHUKA

Ceu cnopoBu u3mel)y Cepruduxanmonor tena Ilomre, kopucHuka u Tpeher nuna Ouhe
pelaBaHy JOTOBOPOM, a y CiIy4yajeBHMa Kajaa To Huje Moryhe, ciop he pemaBartu HaIe:)KHA
cyn y beorpany.

9.14.MeponasHo npaBo

3a Tymauewme W NMPUMEHY OBE MOJUTHKE cepTH(HUKAIH]je MEpPOIaBHO je mpaBo PemyOmmke
Cpowje.

9.15.Yckaahenocr ca Ba:xkehum 3aKoHOTaBCTBOM

[IpaBuna akta Ceprtuduxamuonor tena Ilomre mqoHOCE ce y CKIaay ca 3aKOHOM U JIPYTUM
nponucuma Penyonuke CpOuje, Koju peryauiry oBy o0acT.

9.16.OcTane onpende

Ceprudukarmono teno Ilomre ocnobaha ce oAroBopHOCTH 32 OMIIO KOjy HITETY MPUUYUIGEHY
KOPHUCHHKY, JApPYIOM YYeCHUKY wiau TpeheM JuIy, NpWIMKOM TIpyKama YCiyra
cepTudUKanMje, YKOJIUKO je 0 IITeTe JOUUIO YCJIEA pas3jiora, Koju Cy BaH KOHTpOJIE
Ceprudukanuonor tena [lomte, OoqHOCHO yCiiel BHIIIE CHJIE.

9.17.Apyre oapenode

Jlo crynmama Ha cHary oBe MNOJMTUKE cepTudukanuje npumemuBahe ce [lomuTnka
ceprudukanuje Ceprudukanronor tena JaBHor mnpemyzeha IITT caobpahaja ,,CpOuja*
(Certificate Policy) (,,CmyxOenu IITT-rmacuuk®, O6poj 908/14), unja BaXXHOCT IpecTaje 1o
CTyIamy Ha CHary OBE ITOJIUTHUKE.

OBa mnomuTHKa cepTUdUKaNMje, HAKOH OICHE WCIYBEHOCTH YCIOBa 32 MpPYXKame
KBaJM(HKOBAHUX YCIYyTa O MIOBEPEha, CTyMa Ha CHary OCMOT JlaHa Oj1 JlaHa 00jaBJbUBamba y
,,Ciryox6enom ITTT-rmacHuky*.

B.J. INPEKTOPA
JABHOT TTPEJY3ERA
,, JIOILITA CPBUJE*, BEOTPA ][

Mupa IlerpoBuh
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